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Appendix A-1

1. Background

1.1. Internal Audit issued a report of Cash Receipting on 08/06/17.  The scope of the audit was to provide assurance over management’s arrangements 
for governance, risk management and internal control for:
 Income receipting and banking responsibilities, policies and procedures;

 Income receipting, recording on the financial management system and reconciliations;

 Security of cash / income and banking.

1.2. Based on the evidence provided at that time, the audit concluded that the controls in operation provided Partial assurance. 

1.3. Improvements were sought in the following areas:
 Payment Card Industry Data Security Standard;

 Business Continuity;

 Change Management;

 New Civica Cash Receipting System;

 Service Plan Approval;

 Procedures;

 Anti-Money Laundering;

 Suspense Postings;

 Secure Cash In Transit Service Contract;

 Cash Office; 

 Independent Review of Car Park Machine Reconciliations.
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1.4. Internal Audit has recently undertaken a follow up review to provide an update on assurance to senior management and the Audit & Governance 
Committee on the full implementation of previously agreed actions to address each recommendation.  The review checked whether controls are 
working effectively to mitigate the risks previously identified.

2. Audit Approach

2.1. Follow up Methodology

2.2 The Internal Audit follow up process involved obtaining an update statement from management and then undertaking testing as necessary to 
confirm the implementation of agreed actions and that controls are working as intended to mitigate the stated risk.    

2.3 As audit testing is restricted to a sample basis and audit assurance is not absolute, it is the responsibility of management to continue to monitor 
the effectiveness of internal controls to ensure they continue to operate effectively.

3. Assurance Opinion

3.1. Each audit review provides an assurance opinion and these are intended to assist Members and Officers in their assessment of the overall level of 
control and potential impact of any identified system weaknesses.  There are 4 levels of assurance opinion, which may be applied. Appendix A 
explains and defines each assurance level for this report.

3.2. Where the outcomes of the follow up confirm the successful implementation of agreed actions and that controls are working effectively, the 
Internal Audit assurance opinion may be revised from that provided by the original audit.

3.3. From the areas examined and tested as part of this follow up review, we consider the current controls operating within Cash Receipting remains 
as providing Partial assurance.

Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and complete 
assurance cannot be given to an audit area.

4. Summary of Recommendations and Audit Findings 



Follow up Audit of Cash Receipting

Copeland Borough Council Internal Audit Service Page 3
3

4.1. There are three levels of audit recommendation.  The definition for each level is explained in Appendix B. 
4.2. Internal Audit followed up 11 audit recommendations from the previous review (Advisory recommendations were not included in the review).  

From the testing undertaken, there is insufficient evidence that adequate development has taken place to allow audit to provide an improved 
assurance rating.  Section 5 of this report summarises matters, including those areas, which still require further action.

In summary:
 2 recommendations have been fully implemented; 
 5 recommendations are partially completed and require further action to fully address the risk exposure; and
 4 recommendations have been found to be outstanding.

4.3. Recommendations which have been fully implemented:
 Human Resources policy and procedures for Managing Change have been reviewed by Overview and Scrutiny Committee, the Executive and 

Full Council; and 
 A Health and Safety risk assessment of the cash office was undertaken in April 2017 to ensure a safe and appropriate working environment 

and this assessment is currently under review.

4.4. Recommendations which have been partially implemented: 
 Business continuity arrangements for the cash receipting function need review due to changes of staff roles within the Finance department;
 The project group for the new Civica Cash Receipting System has not been reconvened. An upgrade to the system is scheduled to take place 

in February 2019;
 Finance Service Plan, although approved, contains data quality issues and minimal operational risks. Although the Service Plan has been 

loaded onto Pentana Performance for monitoring the performance indicators have not been updated;
 Although the Anti-Money Laundering Policy has been reviewed by Audit and Governance Committee and the Executive, it is only available on 

the Internet, not on the intranet; and
 Although the postings to the “Accountancy Team” holding account are reviewed and correctly allocated, the use of the account as a suspense 

account has not been undertaken.

4.5. Recommendations which have been found to be outstanding: 
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 Due to the cyberattack at the end of August 2017 there has not been a review of the cash receipting systems and processes and so there 
remains no assurance that the Payment Card Industry Data Security Standards are being met;

 The post handling process has not been adequately reviewed. There remains no corporate approach in place for the receipt and handling of 
cheque remittances. Procedures for the cash receipting role have not been reviewed because of the delays in implementing the Civica 
system;

 The contract for the secure cash collection provider is not current and requires re-tendering.  This overdue recommendation has been 
reported quarterly to Audit and Governance Committee; and 

 An independent review/spot check of the Car Park Machine receipts to the cash count reconciliation sheets has not been re-introduced.

Comment from the Chief Finance Officer

Noted, outstanding actions will be prioritised, the immediate priority is the upgrade of the Civica system.

Comment from the Head of Governance and Commercial (and Monitoring Officer)
Cash Receipting is one of the financial systems Internal Audit review on a cyclical basis; this report is therefore a follow up to the full audit 
report issued in June 2017.  The initial report provided a PARTIAL Assurance and as such Internal Audit is required to follow up the 
implementation of High and Medium Priority recommendations from the original report.  Whilst it can be noted that a number of original audit 
recs. have been fully or partially implemented, it is evident that progress has not been sufficient to the planned or expected level.  However, in 
order to fully contextualise the report, it is important to note that the legacy issues well documented by the Council re. cyber-attack of Aug 
2017 together with the inherent weaknesses within the Finance Department, progress on recommendations have been hindered and slow to 
implement.  It is also noteworthy that the initial report and recommendations were accepted by the former Director of Commercial and 
Corporate Resources; following a management restructure within the last 12 months, the recommendations are now allocated to three 
separate managers, with a natural consequence that ownership has been diluted.  However, I am confident having held detailed conversations 
about this report with the ‘new’ owners that a comprehensive and committed effort will be applied to implementing the recommendations 
made.

Comment from the Chief Executive
There are a combination of factors at play and it is disappointing that progress is slower than we would hope. The outstanding issues will be 
prioritised in 2019/20.



Follow up Audit of Cash Receipting

Copeland Borough Council Internal Audit Service Page 5
5



Follow up Audit of Cash Receipting

Copeland Borough Council Internal Audit Service Page 6
6

5. Matters Arising / Agreed Action Plan

5.1. Management - achievement of the organisation’s strategic objectives.

Audit Finding

(a) Payment Card Industry Data Security Standard
The Payment Card Industry Data Security Standards is a proprietary information security standard for organisations that handle branded credit cards 
from the major card schemes. The PCI Standard is mandated by the card brands and administered by the Payment Card Industry Security Standards 
Council. The standard was created to increase controls around cardholder data to reduce credit card fraud.

The Payment Card Industry Data Security Standards, Requirements and Security Assessment Procedures, v3.2 was published in April 2016 and several of 
the standards became requirements from 31/01/18. The standards “… provides a baseline of technical and operational requirements designed to 
protect account data. PCI DSS applies to all entities involved in payment card processing … applies to all other entities that store, process or transmit 
cardholder data (CHD) and/or sensitive authentication data (SAD).” 

Management were unable to provide evidence or assurances to confirm that the current cash receipting systems in place meet the PCI Standards. Issues 
with the recording system used by Copeland Direct, the internal telephone exchange system and the use and retention of credit card data recorded on 
manually completed parking fine forms were raised as requiring review.

  ●  High priority
AR-C&CR_010 A review of current cash receipting systems and processes is undertaken to ensure that the Payment Card Industry Data Security 
Standards are met.
Outstanding

Outcome from follow up:
The Management response and update statement states that:
An extension to the Civica contract was authorised in July 2018.  This includes an upgrade to cloud based technology for the Civica system.  IT are 
working with the provider to schedule the required works to transfer to the new system. In progress.
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At the time of this review testing confirmed the following:
Due to the cyberattack at the end of August 2017, it has not been possible for ICT department to carry out a Payment Card Industry Data Security 
Standards review of the cash receipting systems. Since the cyberattack, there has not been any recording of the telephone calls taken by Copeland 
Direct. The telephony software has been restored but the recording functionality has not been activated due to the issues identified in the initial audit. 
ICT are aware of the issues and will work to resolve these before the functionality is turned on.

There has been a review of the methods of payment used for parking fines and the provision of manually recorded credit card details has been removed.

Recommendation:
Recommendation AR-C&CR_010 “A review of current cash receipting systems and processes is undertaken to ensure that the Payment Card Industry 
Data Security Standards are met” shows on Pentana Performance as fully implemented on 30/07/18 with the note “Upgrade to the latest module of 
Civica (expected in August 2018) will ensure compliance.”

However, this review has found that it has not been possible to carry out the Payment Card Industry Data Security Standards review, and, although not 
currently operational, the issues referenced with the telephony system remain.  The recommendation will be adjusted to show as 0% implemented with 
a note to explain that this is the result of this review.

Audit Finding

(b) Business Continuity
The re-structure of back office services resulted in the cash receipting role being transferred from the Customer and Community Services Directorate 
(Customer Services) to the Commercial and Corporate Resources Directorate (Financial Services). This change resulted in the provision of business 
continuity by Customer Services staff ending. There are currently no business continuity arrangements in place for the Cash Receipting function.

  ●  High priority
AR-C&CR_011 Management should ensure that sufficient business continuity arrangements are put in place to allow for the continuity of the service in 
the absence of key staff.
Partially Implemented
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Outcome from follow up:
The Management response and update statement states that:
New service structure in place but additional resilience has not been put in place due to focus on other priorities. This will be addressed early in the new 
year.

At the time of this review testing confirmed the following:
The Finance Department Business Continuity plan has been reviewed 17/07/18 and identifies creditor payments, insurance, treasury management and 
cash management/banking as high priority tasks. The plan focuses on the loss of both premises and ICT systems but does not include arrangements to 
cover succession planning for absence or resignation of key officers.

A recommendation has been raised as part of the Quality Assurance of the Statutory Accounts audit that “When departmental business continuity plans 
are reviewed corporately consideration should be given to the inclusion of adequate succession planning arrangements and the mitigation of associated 
risks.”

A Finance Officer who had previously provided part-time cover for the cash receipting role has had their role changed to provide administration for the 
creditors and debtors functions. This has removed the previous continuity provision that had been in place.

Recommendation:
Recommendation AR-C&CR_011 “Management should ensure that sufficient business continuity arrangements are put in place to allow for the 
continuity of the service in the absence of key staff”.  Response on Pentana shown as 100% implemented on 28/03/18 with the note “Remaining 
vacancy at Finance Officer level filled late August 2017, with internal appointee with substantial previous experience of Cash Receipting system. Wider 
issues with Business Continuity subsequently encountered with cyber-attack, but the aspect covered by this action has been addressed. Arrangements 
continue to be further strengthened by ongoing training within the Finance Team.”

However, this review has found that changes with job roles within the department has resulted in previous continuity arrangements no longer applying. 
The recommendation will be adjusted to show as 50% implemented with a note to explain that this is the result of this review.
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Audit Finding

(c) Change Management
The recent re-structure of back office services has resulted in the Cash Receipting function being transferred from the Customer and Community Services 
Directorate (Customer Services) to the Commercial and Corporate Resources Directorate (Financial Services). Internal Audit testing identified that 
transitional arrangements were incomplete. As a result a number of issues, for example the handling and storage of cheques at the Copeland Centre, 
issues around cash collections at the Market Hall by the secure transit company and access to a secure safe,  These were not identified in advance of the 
transfer of the job role from Customer Services to Financial Services.  A similar issue has arisen regarding the ICT support for the Civica cash receipting 
system where, the ICT Technical Officer who provided system support left the Council without there being any formal handover or training provided 
prior to his departure.

●  Medium priority
AR-C&CR_012 Management should ensure that adequate planning and discussion takes place prior to any significant changes being implemented in 
order to minimise risk and ensure business continuity.
Fully Implemented

Outcome from follow up:
The Management response and update statement states that:
Addressed as part of the weekly meeting between IT/Finance.

At the time of this review testing confirmed the following:
Managing Change – HR Policy and Procedures were revised by the Overview and Scrutiny Committee at its meeting on 6/03/18 and then presented to 
the Executive on 14/08/18 and Full Council on 14/09/18. 

Managing Change Procedures include managing Minor and Major changes, which incorporate additional HR policies, e.g. Assimilation Process, 
Redeployment Policy & Procedures, and Redundancy Policy and Procedures. These additional policies are dated October 2012, but there is an existing 
Annual Governance Statement 2016-17 – March 2018 recommendation that HR policies are reviewed and brought up to date.



Follow up Audit of Cash Receipting

Copeland Borough Council Internal Audit Service Page 10
10

High priority recommendation AR-C_119 “Review all Human Resources Policies to ensure they are all up to date and reflect current practice” shows on 
Pentana Performance (as at 10/12/18) as 50% implemented (implementation date was 30/06/18) with the latest note added 18/10/18 “Phase 1 of the 
policies for review have been identified.

Meeting with LMG and other relevant stakeholders held on the 1st November to review the first tranche of high priority policies.  Revisions, 
recommendations and consultation to be concluded by the end of the calendar year.”  Audit and Governance Committee monitor, quarterly, 
outstanding audit recommendations.

Recommendation: No further action required. 

Audit Finding

(d) New Civica Cash Receipting System
Management undertook a review of the current Civica Cash Receipting system and decided to implement a new system to ensure it would continue to 
be fully supported and to comply with the PCI Data Security Standards. However, the ICT Manager had been the project lead but he left the Council in 
December 2016 and so the project stalled. Other departments that may be affected by system changes have not been consulted.

●  Medium priority
AR-C&CR_013 The project group for the new Civica Cash Receipting System should be reconvened so that this work can be progressed to meet the 
deadline of 31/01/18.
Partially Implemented 

Outcome from follow up:
The Management response and update statement states that:
Contract renewed with upgrade of CIVICA commenced and due for implementation in February 2019.

At the time of this review testing confirmed the following:
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The Chief Finance Officer has confirmed that the contract has been updated for a further 3 years and will incorporate cloud based technology. However, 
no evidence has been provided as to whether the project group had not been reconvened. The Chief Finance Officer is not aware of the project group 
being in place but that this will be considered for the implementation phase.

Recommendation:
Recommendation AR-C&CR_013 shows on Pentana Performance as fully implemented on 11/04/18, with the note “The project group has been 
reconvened in April 2018. This project group alongside the cash receipting system will merge with the project group looking at the opportunity of Civica 
e-store.”

However, this review has found that the project group has not yet been reconvened.

The recommendation will be adjusted to show as 50% implemented with a note to explain that this is the result of this review.

Audit Finding

(e) Service Plan Approval
The Financial Services 2016/17 Service Plan is incomplete and so has not been formally approved by the Corporate Director or the Portfolio Holder. 
There is also no current draft Service Plan for 2017/18.  As a result, performance targets, objectives and risks have not been uploaded onto the Council’s 
performance management system, Covalent [now Pentana Performance].

●  Medium priority
AR-C&CR_014 a) Management should ensure that Service Plans are completed and approved; b) Risks and key performance indicators are uploaded to 
Covalent for periodic monitoring; c) Evidence of regular review and updating of risks are recorded on Covalent.
Partially Implemented 

Outcome from follow up:
The Management response and update statement states that:
Service plan for 2018/19 in place.
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At the time of this review testing confirmed the following:
The Service Plan has approved by the Chief Executive in October 2018 and uploaded onto Pentana Performance for monitoring.  However, the Service 
Plan does not appear to have been fully reviewed, as 3a “Key achievements over the last year 2017/18” includes:

 “Produced the Council’s 2017-18 Statement of Accounts (signed off by external audit April 2018)”;

o This should be 2016/17 Accounts as work was still ongoing on 2017/18;

 “Balanced 2018-19 revenue and capital budgets approved by Council 28 February 2017”;

o This refers to budgets approved for 2017/18;

o 2018/19 budgets were approved by Full Council 20/02/18;

 “Medium Term Financial Strategy 2016-2020 approved by Council 28 February 2017”;

o MTFS for 2018-21 approved by Full Council 20/02/18.

Section 4d Performance Indicators only includes one item – “Statutory deadlines met”.  Previous KPI regarding the time taken to process Creditor 
invoices is no longer included in the Corporate Strategy KPI’s and so is no longer required.

Only one Operational Risk has been identified – “Loss of key finance staff”, but there are no internal or additional controls stated (document states 
“N/A”).  The loss of key staff at year-end has highlighted weaknesses with the department’s business continuity arrangements and so adequate controls 
need to be identified and put in place. 

Pentana Performance shows (as at 10/12/18) that, the four measurable indicators:

 Produce the 2017/18 Statement of Accounts;

 Meet all statutory deadlines (Statement of Accounts, Government returns, VAT, Budget setting);

 Embed a performance culture with clearly defined team roles and responsibilities; and

 Financially sustainable MTFS [Medium Term, Financial Strategy] by 2021.

All have targets dates of 31/03/19 but all show as 0% implemented.
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Recommendation:
Recommendation AR-C&CR_014 “
a) Management should ensure that Service Plans are completed and approved;
b) Risks and key performance indicators are uploaded to Covalent for periodic monitoring;
c) Evidence of regular review and updating of risks are recorded on Covalent” shows on Pentana Performance as fully implemented on 17/10/18.

However, this review has found that this is not the case.  The recommendation will be adjusted to show as 50% implemented with a note to explain that 
this is the result of this review.

Audit Finding

(f) Procedures
Procedures for the cash receipting role have not been reviewed since the transfer of the role to the Commercial and Corporate Resources Directorate 
(Financial Services). This is partly due to the proposed implementation of the revised cash receipting system and so the Finance Officer was planning to 
review the procedures after the new system had been introduced. However, the implementation of this new system has been put on hold for the time 
being.

The counting of the car parks income was transferred in April/May 2016 to a different Council site but procedures covering actions to take in the event 
of a raid have not been reviewed since the change of location.

In February 2017, Internal Audit was requested to carry out a review of post opening and handling process at the Market Hall and the resulting report 
included a recommendation that “The Post Opening working practices should be reviewed and updated to ensure the administrative functions are 
fulfilling their intended purpose. The Post Opening Procedures should then be updated to reflect the practices followed.” However, during the course of 
the Cash Receipting Audit it was found that a full review of the process has not taken place.

There is an inconsistency in the recording of cheque receipts handed in at Reception (individual cheque details are recorded on a spreadsheet) and those 
received in the post at the Market Hall when items of post are opened to identify the relevant department (only the total number and value of the 
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cheques are recorded). Cheques received in the departmental post at the various Council sites are recorded individually on a Cash Collection receipt 
book.

●  Medium priority
AR-C&CR_015 Management should ensure: a) the post handling process is reviewed; b) A corporate approach is agreed for the receipt and handling of 
cheque remittances; c) Procedures for the cash receipting role and the operation of the cash office are reviewed.
Outstanding

Outcome from follow up:
The Management response and update statement states that:
Procedures for cash handing have not updated, this will be reviewed in the new financial year in line with all finance processes.

At the time of this review testing confirmed the following:
a) The Customer Services Team Leader has confirmed that the version of the Post Opening Procedure is still the same as the draft that Internal Audit 

had previously made a series of comments (April 2017).  At that time, it appeared that the old procedure had just been edited rather than a proper 
review of the process being undertaken.  These comments do not appear to have been taken into account and so it does not appear that a full 
review has taken place;

b) The Chief Finance Officer has stated that there is not a corporate procedure in place for the receipt and handling of cheque remittances; and
c) A review of the procedures for the cash receipting role has been on hold whilst the new Civica Cash Receipting system was put in place.  However, 

this project is still ongoing (see 5.1(d) above) and so the review is still outstanding. 

Recommendation:
AR-C&CR_015 “Management should ensure: a) the post handling process is reviewed; b) A corporate approach is agreed for the receipt and handling of 
cheque remittances; c) Procedures for the cash receipting role and the operation of the cash office are reviewed”.  Pentana Performance shows that the 
recommendation as being fully implemented on 11/04/18.

However, this review has found that this is not the case and so the recommendation will be adjusted to show as 0% implemented with a note to explain 
that this is the result of this outstanding review of procedures and roles within cash receipting.
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5.2. Regulatory - compliance with laws, regulations, policies, procedures and contracts.

Audit Finding

(a) Anti-Money Laundering
The Anti-Money Laundering Policy was approved by Full Council in September 2013, but it was found not to have been reviewed since that date and was 
not available on the Council’s internal Intranet and so is not accessible to staff.

●  Medium priority
AR-C&CR_016 The Anti-Money Laundering Policy is reviewed and made readily available to staff for guidance.
Partially Implemented 

Outcome from follow up:
The Management response and update statement states that:
Draft Anti-Money Laundering Policy went to Audit and Governance Committee on 09/11/17 and Executive on 21/11/17.

At the time of this review testing confirmed the following:
Testing confirmed the Audit and Governance Committee and the Executive agreed the policy.  It is available on the Internet, however, it is not available 
on the Intranet and there is no evidence to confirm that it has been communicated to officers and members.

This links to the Welfare Reform Audit recommendation AR-C&CS_042 “That a procedure is established for the drafting, review, approval and 
publication of Corporate policies.”  The Welfare Reform Follow Up Audit found that the recommendation showed on Pentana Performance management 
system as fully implemented from 19/07/18.

However, that review found that this is not the case, as the Policy Production Procedure required authorisation by Management and a central repository 
needed to be established for Corporate procedures/policies. The recommendation was adjusted to show as 75% implemented with a note to explain 
that this is the result of that review.

Recommendation:
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AR-C&CR_016 “The Anti-Money Laundering Policy is reviewed and made readily available to staff for guidance” shows as fully implemented on Pentana 
Performance on 09/11/17 with the note “Draft Anti-Money Laundering Policy went to Audit and Governance Committee on 09/11/17 and will be 
presented to Executive for approval 21/11/17.”

However, this review has found that the policy is not available on the Intranet for staff and so the recommendation will be adjusted to show as 75% 
implemented with a note to explain that this is the result of this review. 
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5.3 Information - reliability and integrity of financial and operational information.

Audit Finding

(a) Suspense Postings
Income, which cannot be identified for posting to the correct account, is placed in a suspense account as a temporary measure. The Finance Officer 
stated that on some occasions a TOTAL financial management system holding account had been used which is not regularly reviewed and cleared. The 
relevant holding account has a credit account balance of £1,602.38.

●  Medium priority
AR-C&CR_017 Use of the “Accountancy Team” holding account as a suspense account is reviewed and postings correctly allocated.
Partially Implemented

Outcome from follow up:
The Management response and update statement states that:
This account will be cleared monthly however regular monthly routines have not yet been put in place due to the delay in the production of the 
accounts.

At the time of this review testing confirmed the following:
The Chief Finance Officer has confirmed that a review of the use of the “Accountancy Team” holding account as a suspense account has not taken place. 
Internal Audit have reviewed the account and can confirm that postings have been regularly reviewed and correctly allocated.

Recommendation:
Recommendation AR-C&CR_017 “Use of the “Accountancy Team” holding account as a suspense account is reviewed and postings correctly allocated” 
shows on Pentana Performance as fully implemented from 17/07/18.
However, the review of the use of the “Accountancy Team” holding account as a suspense account remains outstanding and so the recommendation will 
be adjusted to show as 50% implemented with a note to explain that this is the result of this review. 
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Audit Finding

(b) Secure Cash In Transit Service Contract
A specialist service provider makes regular secure cash collections and they provide secure cash in transit and cash processing services. However, the 
contract for this service is not available for review, as the Council does not currently hold a copy. As a result, the Council is unaware of service 
standards/performance indicators for the contract and is unable to monitor these.

●  Medium priority
AR-C&CR_018 Management should ensure that: a) A copy of the contract for the secure cash collection, service provider is obtained; b) Adequate 
contract monitoring is put in place.
Outstanding

Outcome from follow up:
The Management response and update statement states that:
Procurement and Contracts Management Officer has been trying to obtain a copy of the contract from the service provider, but has had no response 
from the company. The contract is out of date, but it is not a priority contract given the value of spend.

At the time of this review testing confirmed the following:
The recommendation shows on Pentana Performance as 40% implemented with notes added 17/07/18 “Contract not current - to be tendered during 
2018/19” and 26/10/18 “AR reassigned to Chief Finance Officer at request of Director of Operations as 'Securitas' contract is held by Finance”. 
Internal Audit have confirmed that the contract is still awaiting to be tendered.

Recommendation:
Overdue recommendations are monitored quarterly by Audit and Governance Committee.
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5.4 Security - safeguarding of assets.

Audit Finding

(a) Cash Office
The Council’s only source of cash receipts is now from Car Parking Machines. The remodelling of the some of the Council’s offices has resulted in the 
cash office changing location and a new physically secure cash office was built at a different site, with restricted access to authorised persons only.

A site visit of the proposed cash office was conducted on 31/03/16 by the Customer Services Team Leader, the Health and Safety Officer, the 
Cashier/Finance Officer, and the two Senior Admin Support Officers. The Health and Safety Officer wrote a report, which made various 
recommendations, including that a full risk assessment was undertaken. However, the Council has not conducted a Health and Safety risk assessment of 
the actual working environment since it became operational.

●  Medium priority
AR-C&CR_019 A Health and Safety risk assessment of the cash office should be undertaken to ensure a safe and appropriate working environment is in 
place for staff.
Fully Implemented 

Outcome from follow up:
The Management response and update statement states that:
Action completed.

At the time of this review testing confirmed the following:
A Health and Safety Risk Assessment on “Cash Counting at Moresby” was undertaken in November 2017 and a risk assessment of “Cash collection by 
external collection company” was undertaken in April 2018. The Community Services Manager has confirmed that all risk assessments are reviewed 
periodically or when there is a change that has an impact. Internal Audit have confirmed with the relevant staff that they are aware of the risk 
assessments and that an ongoing review of health and safety risks is currently ongoing (December 2018).

Recommendation:
No further action required.
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Audit Finding

(b) Independent Review of Car Park Machine Reconciliations
Working practices within the cash office ensure that the Car Park machine cash receptacles are emptied and reconciled by two officers. Overs/Unders 
are recorded on the cash reconciliation sheet used to reconcile the printed Car Park Machine receipt and the physical amount counted. However, there 
is currently no independent review/spot check of the Car Park Machine receipts to the cash count reconciliation sheets.

●  Medium priority
AR-C&CR_020 An independent review/spot check of the Car Park Machine receipts to the cash count reconciliation sheets should be re-introduced.
Outstanding

Outcome from follow up:
The Management response and update statement states that:
A reconciliation of the machine printout and the cash counted is a routine part of the cash counting process.

At the time of this review testing confirmed the following:
Enquiries by Internal Audit found that the department feel they do not have the resources for this kind of check to be carried out but that the 
Community Services Manager is happy that the way that the cash count is conducted complies with the Councils requirements. Although controls are in 
place for the actual cash count and the reconciliation sheet is provided to finance to reconcile the amount counted with what has been banked.  There 
remains a minimal risk of fraud because independent reconciliation between the car park machine receipts to the cash count reconciliation sheets is not 
carried out. The car parks income is now counted on a weekly basis and so the resources for the reconciliation to be carried out are minimal.

Recommendation:
Recommendation AR-C&CR_020 “An independent review/spot check of the Car Park Machine receipts to the cash count reconciliation sheets should be 
re-introduced” shows on Pentana Performance as fully implemented on 12/12/17 with the note “A reconciliation is always carried out between the car 
park machine print out & the cash counted.”  However, independent reconciliation between the car park machines receipts to the cash count 
reconciliation sheets are not undertaken, so the recommendation will be adjusted to show as 0% implemented with a note to explain that this is the 
result of this review.
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Audit Assurance Opinions
There are four levels of assurance used; these are defined as follows:

Definition: Rating Reason

Substantial There is a sound system of internal control designed to achieve the 
system objectives and this minimises risk.

The controls tested are being consistently applied and no weaknesses 
were identified.

Recommendations, if any, are of an advisory nature in context of the 
systems and operating controls & management of risks.

Reasonable There is a reasonable system of internal control in place which should 
ensure that system objectives are generally achieved, but some issues 
have been raised which may result in a degree of risk exposure 
beyond that which is considered acceptable.

Generally good systems of internal control are found to be in place but 
there are some areas where controls are not effectively applied and/or 
not sufficiently developed. 

Recommendations are no greater than medium priority.

Partial The system of internal control designed to achieve the system 
objectives is not sufficient. Some areas are satisfactory but there are 
an unacceptable number of weaknesses which have been identified 
and the level of non-compliance and / or weaknesses in the system of 
internal control puts the system objectives at risk.

There is an unsatisfactory level of internal control in place as controls 
are not being operated effectively and consistently; this is likely to be 
evidenced by a significant level of error being identified. 

Recommendations may include high and medium priority matters for 
address.

Limited / None Fundamental weaknesses have been identified in the system of 
internal control resulting in the control environment being 
unacceptably weak and this exposes the system objectives to an 
unacceptable level of risk.

Significant non-compliance with basic controls which leaves the system 
open to error and/or abuse.

Control is generally weak/does not exist. Recommendations will include 
high priority matters for address. Some medium priority matters may 
also be present.
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Grading of Audit Recommendations
Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels 
of audit recommendations used; high, medium and advisory, the definitions of which are explained below.

Definition:

High ● Significant risk exposure identified arising from a fundamental weakness in the system of internal control

Medium ● Some risk exposure identified from a weakness in the system of internal control 

Advisory ● Minor risk exposure / suggested improvement to enhance the system of control


